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CHAPTER 1
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InGateway902 series edge computing gateway supports manage docker images. You can publish your docker

images to IG902 to quickly deploy and run applications developed by yourself.

Docker is an open source application container engine that allows developers to package their applications
and dependencies into a portable container and then publish it to any popular Linux machine or Windows
machine. It can also be virtualized. The container is completely with the sandbox mechanism, there will be

no interface between each other.

1.1 InGateway902 Docker user manual

InGateway902 series edge computing gateway (IG902 for short) supports manage docker images. You can
publish your docker images to IG902 to quickly deploy and run applications developed by yourself. In
order to introduce how to use IG902’ s Docker environment, this document will demonstrate how to run an
Nginx image on 1G902. This image is used for open source reverse proxy server for HTTP, HTTPS, SMTP,
POP3 and IMAP protocols, and load balancer, HT'TP cache And web server. Docker is an open source
application container engine that allows developers to package their applications and dependencies into a
portable container and then publish it to any popular Linux machine or Windows machine. It can also be
virtualized. The container is completely with the sandbox mechanism, there will be no interface between

each other.
e 1. Prepare IG902 Hardware and Network Environment
— 1.1 Connect IG902 to the Power Source and to a PC with a Network Cable

— 1.2 Access the IG902
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— 1.8 Connect IG902 to the Internet
— 1.4 Update the firmware
e 2. Enable and configure Docker manager
— 2.1 Install Docker SDK and enable Docker manager
— 2.2 Configure Docker Manager—Portainer
x 2.2.1 Access Portainer
x 2.2.2 Add docker image
x 2.2.8 Configure and deploy container

o Appendix

Use Serial port for communication in container

Set the container to run permanently

Run Ubuntu in 1G902

Build the image through a container (create an image to save the container configuration)

How to download docker images from gitlab / github
o FAQ

— Q1I1: It prompted succeed after pulling image on the “Images’ page, but the image is not shown

on the “Images’ page.

1.1.1 1. Prepare 1G902 Hardware and Network Environment

1.1 Connect 1G902 to the Power Source and to a PC with a Network Cable

Connect IG902 to the power source and to a PC with an Ethernet cable according to the topology diagram.
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GE 0/2 Ethernet
port

< Ethernet cable >

1.2 Access the 1G902

Acess the 1G902 by referring to Access the 1G902.

1.3 Connect 1G902 to the Internet

Connect IG902 to the Internet by referring to Connect 1G902 to the Internet.

1.4 Update the firmware

To obtain the latest firmware version of IG902 and updated functions, please visit the Resource. To update
the IG902 firmware, see Update the IG902 software version. (The firmware version should be 2.0.0.r12057

and above)

1.1.2 2. Enable and configure Docker manager

2.1 Install Docker SDK and enable Docker manager

The Docker SDK integrates the operating environment and docker image manager required to run the docker
image. Before using Docker, you must install the Docker SDK. To obtain the Docker SDK, please visit the

Resource.

e Step 1: If you already have the Docker SDK, choose Edge Computing > Docker Manager page of
1G902, close the Docker Manager and import the Docker SDK.
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http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#set-lan-parameters
http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#set-wan-parameters
https://www.inhandnetworks.com/downlist/cid-148/
http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#update-the-software
https://www.inhandnetworks.com/downlist/cid-148/
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Are you sure to upgrade docker
SDK?

3

e Step 2: After importing, 1G902 will automatically install the Docker SDK. The installation process
usually takes 1-2 minutes. Please be patient. After successful installation, select Enable Docker

Manager and click Submit.

Cwerview [ Edge Computing / Docker Manager

Enable Docker Manager:
Docker Version: 18.08.3-ce

User Mame: admin
* Password: srensaas &
* Port: 9000

e Step 3: Then you can modify the port number and login password to access the Docker manager.
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puting / Docker Manager

Enable Docker Manager:

Docker Version: 18.08.3-ce

User Name: admin Password to login the Docker manager page

* Password: &

* Port: 9000

Go to the Docker management page Port number to access the Docker manager page

2.2 Configure Docker Manager—Portainer

1G902 uses Portainer to build, manage and maintain Docker images and containers. For a detailed intro-
duction and instructions on Portainer, please see the Portainer official website. This document will show

you how to add and deploy an Nginx docker image on 1G902.

2.2.1 Access Portainer

e Step 1: Click Portainer’ s access button, and Portainer will prompt you to enter your username and
password. At this time, copy the user name and the set password from the Edge Computing > Docker

Manager page of IG902 and click Login.
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https://www.portainer.io/overview/
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" Edge Computing / Docker Manager

]!
=

Enable Docker Manager:

Docker Version: 18.06.3-ce

User Name: admin

* Password: srenraas &
* Port: 3000

Go to the Docker management page

G A A2 | heps//192.168.2.1:9000/#/auth * B @ O

e Step 2: After the login is successful, as shown in the figure below, select Local to use the Portainer to

manage the docker image on the IG902, and then click Connect.
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< C A T2 | hups//192.168.2.1:9000/#/init/endpoint

Connect Portainer to the Docker environment you want to manage.

* B OO0

& Local

¥ Agent
Connect to a Portainer agent

& Remote
Manage a remote Docker environment

Manage the local Docker environment

Connect to Microsoft Azure AC

Information

Manage the Docker environment where Portainer is running
Ensure that you have started the Portalner contalner with the following Docker flag:

-V "/var/run/docker. sock: /var/run/docker.sock” (Linux).

or

v \\.\pipe\docker_engine:\\.\pipe\docker_engine (Windows)

e Step 3: On the Home page of Portainer, select local to manage the docker image on 1G902.

Home &
Endpeints

¥ Endpoints

Q search by name, group, tag, status, URL...

@ Portainer support @ admin
Fmy account. @ log.out

¥
v
=

local [[TJ] 2020-01-1416:20:43
i Ostacks = Ocontainers & Ovolumes M 0images
80m0B - ¥ Notags

Group: Unassigned ¢
Standalone

/var/run/docker sock

rtainerio 1230

ltemsperpage = 10 v

Then you will jump to the local dashboard, where you can get an overview of the IG902’ s containers

and images.
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Dashboard

Endpoint summary

¥ LOCAL @ Endpointinfo

Dashboard

Endpoint

Stacks

0o

Images

Extensions

dpoints

3

© 00

Fportainerio 1230

2.2.2 Add docker image

Networks

local # 0 ERX0 B - Standalone 18.06.3-ce

/var/run/docker sock

=M
W containers
¢os
Y ©
Velumes

There are two ways to add docker images for Portainer:

& Portainer support @ admin
4 my account. ® log.out

% 0 running
® 0 stopped

e Method 1: Enter the Local > Images page of Portainer. click “Import” to import the image.

Image list &

Images

& Advanced mode

® Images

Q search...

O
Filter ¥

(]

Images
& Pullimage
Registry DockerHub
Image docker.io

¢.g. mylmage:myTag

| | +Buraanewmage | 1 import | /& Export

Tags It

@ Portainer support @ admin
Fmy account @ log.out

2 settings

size Created
98.2MB 2020-05-1519:09:30
46.7 MB 2020-03-2102.58.39

ltems perpage | 10 v

e Method 2: Choose Local > Images page of Portainer and download the nginx docker image from
DockerHub. (The time required to download the image varies depending on the size of the image;
please be patient when the docker image is large)

Chapter 1.
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Image list & & Portainer support @ admin
Images

#my account @ log.out
& pullimage

) docker image name
Registry DockerHub

Image docker.io | nginx

@ Advanced mode

@ images 2 settings
Q search...
O
e H
Filter ¥ ags |

size Created

No image available.

ltemsperpage 10 v

Fportainerio 1230

After the docker image is downloaded, you can see the

corresponding docker image information in
Local > Images as shown below:

Image list & @ Portainer support @ admin
Images

Jmy account @ log out
¥ LocaL & Pullimage

Registry DockerHub
Image docker.io | e.g. mylmage:myTag

Images

@ Advanced mode

e oo |

i images & settings
|
Q search...
O
Filter ¥

Tags 12 size Created

o . I:l 97.9MB 2020-01-10 06:05:22

Items perpage | 10 v

Unused docker image docker image tag

iﬂ“y:»um:unerm 1230

Note: The architecture of IG902 CPU is linux/arm/v7. Only images that support linux/arm/v7 architecture

can run normally in IG902. Images of other architectures, such as window/amd64, may not be imported,
pulled, or run successfully in IG902.

1.1. InGateway902 Docker user manual
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Explore ubuntu Using 0 of 1 private repositories. Get more

ubuntu v
Docker Official Images

Ubuntu is a Debian-based Linux operating system based on free seftware.
Linux - x86 ( latest )
& 1B+

Copy and paste to pull this image
Lnix 386 x@664  ARM P e 6

docker pull ubuntu [m]

Description Reviews Tags
Q Sortby Latest -
latest docker pull ubuntuzlatest 0
Last updated 11 days ago by doilanky

93fd070!

linux/amd64

27.27MB
3b029acoaate 21.28 MB
a4bc8c3c9137 linux/arme4/vg 25.93 MB
+2 more.

2.2.3 Configure and deploy container

e Step 1: Choose Local > Containers page of Portainer and click Add container to add a new container

portainer.io Container list £ @ Portainer support € admin
Contalners 4 my account @ logout
¥ LOCAL & Containers

@ Columns & settings
Q search...
Contalners 0 Neme State 14

Fiter ¥ Quick actions Stack Image Created IP Address Published Ports Oownership

No container available

ltemsperpage 10 v

ﬂﬁgunamer io 1230

e Step 2: Configure the operating parameters for the container and deploy the container.
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Create container
Containers > Add container

ﬁpon‘amer io

Hom

Container name

Name Nginx-test

Image configuration

&3 Portainer support @ admin
/my account @ log out

Registry DockerHub

Image docker.lo ‘ nginclates!

Always pull the image & (@ )

& Advanced mode Docker image tag

Network ports configuration

Publish all exposed network ports to random hostports @ (] )

LY © publsh a new network port |

host 8080 -

Manual network port

container © So—

Host port number,this time using 8080

Access control

TCP  UDP n

Container port number this time using 80

Enable access control @ (@[ )

R Administrators ‘
| want to restrict the management of this resource to administrators only

28 Restricted
I want to restrict the management of this resource to a set of users and/or teams

Actions

___Deploy the container
Autoremove @ (| )

Deploy the container

@ Advanced contalner settings

grortaineric 1230

e Step 3: The container will run automatically after deployment.

status on Portainer’ s Local > Containers page.

Container list &
Containers

irporramer.lo

Home

= containers

-- 2 Restart MlPause B Resume J + Add contamer

¥ LocAL

You can view the

container running

@ Portainer support @ admin
# myaccount & log out

M@ Columns & Settings

Q search..
State 12 .
O Name e Quick actions Stack Image Created IP Address Published Ports Ownership
| O Nginx-test [ running | O > nginx-atest 2020-01-13 18.13.38 1721702 [ 8080.80 ® administrators

Itemsperpage | 10 ¥

o Step 4: After entering the Nginx access link (IP address + port number of 1G902) configured in the

container in the browser, you can see the Nginx welcome page.This shows that the Nginx docker image

has been running on the IG902 normally. Now, you have completed adding and deploying an Nginx

docker image on the 1G902.

1.1. InGateway902 Docker user manual
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@ Welcome to nginx! x 4+

< C  ® F==| 192168.2.1:8080 # B @ 0

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

1.1.3 Appendix

Use Serial port for communication in container

When deploying the container, add Volume Mapping to the Advanced Container Settings > Volumes
page of the Portainer. The following figure maps the files in the dev directory of IG902 to the dev directory

in the container (The corresponding interface file is included in the dev directory of 1G902).

i?portc iner.io

Name. ubuntu

H
image configuration

¥ LOCAL
Registry DockerHub M
Dashboard

Image dockerio | ubuntu.latest
@ Advanced mode

LA Always pull theimage © (@ )

Images
Network ports ¢

[

Publish all exposed network ports to random host ports @

Manual network port publishing © [EIT T 1o

Access control

Volum

Ensbie accesscontral © @)

()

R Administrators

I want to restrict the management of this resource to administrators only

2 Restricted
| want to restrict the management of this resource to a set of users and/or teams

Actions

Autoremove @

Deploy the container

© Advanced container settings

Volume mapping [T i)
container Volume Bind | |

- nost Witable_ Read-only

Enable Privileged mode on the Advanced Container Settings > Runtime & Resouces page of the
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Portainer (if it is not enabled, using the serial port will prompt that there is no operation authority).

— Manual network port publishing © [l et o

¥ LOCAL

ﬁpor'a\'nsr i® Publish all exposed network ports to random host ports @

Access control

Dashboard

Enable access control @ (@
App Templates

3% Restricted
Administrators
= Iwant to restrict the management of this resource to a set of users and/or teams

Stacks

[T

I want to restrict the management of this resource to administrators only.

Images

Networks Actions
Volumes Autoremove © (1
Events
Host B
Extensions © Advanced container settings
Users
. Command & logging Volumes Network Env Labels Restart policy Runtime & Resou Capabilities
Endpoints
Registries Runtime

Settings

Init

Runtime Default M

[Vl © acd device

unlimited 1051 0 soft limit (MB)
Memory reservation

unlimited 1051 0 imit (MB)
Memory limit

unlimited

1
rorainerio 1240 PUtmit o Maximum CPU usage :

At this time you can deploy the container. Enter the dev directory of the container’ s console, you can find

the interface files such as tty01 and tty03.

porfoiner.io Container console & portainer support @ admin
Contalners > my-ubuntu > Console 4 my account @ logout
Home
¥ LOCAL >_ Execute
Dashboard
App Templa Exec into container as default user using command bash m

Stacks

Containers

Images
mmeblk1pl0 random tty8 ttyusB4
mmeblkl1p2 rte tty9 ubi_ctrl
mmcblklip3 rtcl t£y00 urandom
mmeblklpd ttyol  uskmon0
mmeblk1p5 spidevl.0 ttyo2  usbmonl
mmcblkl1pé stderr ttyo3  usbmon2
mmeblklpT N ttyod

memory bandwidth mmcblklp8 t ttyos

mmcb1k1 mmcblk1p9 tEyUSBO

mmcblklboot0 = tEyUSB1

mmcblklbootl network latency ttyusB2
network throughput ttyusB3 watchdogd

Networks
Volumes
Events

Host

Extensions
Users root@b3£16:
Endpolnts

Registries

Settings

ortainerio 123.0

Set the container to run permanently

On the Advanced Container Settings > Restart Policy page of the Portainer, set the Restart policy

state as Always. Then the container will automatically restart as long as it stops running.

1.1. InGateway902 Docker user manual 13
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Always pull the image € (

%Tporfcliner.io

Netwerk perts configuration

Home

¥ LOCAL Publish all exposed network ports to random host ports &

(23 G pubish a new networkport |

Manual network port

Access control

Enable access control @ (@

=

I want to restrict the management of this resource to administrators only

&% Restricted
I want to restrict the management of this resource to a set of users and/or teams

Actions

Auto remove @

Deploy the container

E o <« i =

@ Advanced container settings

Command & Volumes Network Env
logging
Restart policy Never Always Onfallure  Unless stopped
—

Tﬂ!‘;:.am:msmn 1230

Run Ubuntu in 1G902

Labels Restart policy

Runtime &
Resources

Capabilities

e Step 1: Pull the Ubuntu image on the Local > Images page of the Portainer, as shown below:

Create container
Containers > Add container

%Tporfoiner.io

Home
LOCAL
¥ Name my-ubuntu
d

Image configuration

@ Portainer support @ admin
#my account & log.out

Registry DockerHub

Contalners
Image docker.io || ubuntu:latest

# Advanced mode

Always pull the image @ (

Network ports configuration

Publish all exposed network ports to random host ports @

Manual network port publishing @ [l

Access control

Enable access control @ (@[

(1)

R Administrators

I want to restrict the management of this resource to administrators only

Actions

& Restricted
I'want to restrict the management of this resource to a set of users and/or teams

Auto remove @

rtainerio 1230

e Step 2: Go to Local > Containers page of the Portainer, click Add container to add a new

container. Select the Ubuntu image downloaded in the previous step as the containers image. At the

same time, click Advanced Container Settings > Command & Logging, check Interactive &

TTY in the Console. After the configuration is complete, click Deploy the container to deploy

the container.

14 Chapter 1.
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1gﬁkporfclir'\er.io

¥ LOCAL

Fportainerio

Contalners
Im:
Netw

Volum:

Sortainer.io

1230

Image list &

Images
& pullimage
Registry DockerHub
Image dockerio | e.g. mylmage:myTag

# Advanced mode

@ Images

==

Q search...

Ouw
Filter ¥

[}

& Portainer support @ admin
4 my account. ® log.out

£ Settings

Tags 12 size Created

== 982 MB 2020-05-1519:09:30

[

2020-03-2102:58.39

ltemsperpage = 10 v

I want to restrict the management of this resource to administrators only L -

Actions

Auto remove @

& Advanced container settings

Command & Volumes Network Env Labels Restart policy Runtime & Capabilities
logging Resources
Command e.g. /usr/bin/nginx -t -¢ /mynginx.conf
Entry Point e.g. /bin/sh -c
Working Dir &.g. /myapp User .g. nginx
Console Interactive & TTY ) Interactive (-1)
TTY (1) None

Logging

. Logging driver that will override the default docker daemon driver. Select Default
Driver Default logging driver oona

optons ©

logging driver If you don't want to override It. Supported logging drivers can be
found In the Docker documentation

e Step 3: After deployment, on the Local > Containers page of Portainer, you can see that the

container is running. Click on Exec Console to log in to the console.

1.1.
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Container list £
Containers

ﬁporroiner.io

Home
¥ LOCAL = Containers
Dashboard | | ‘ ‘
App Templ:
Stacks Q Ssearch...
Containers State 12
0O Name Fiter T
Images Fite
e ) mmrin \:I
Volumes 0 test 5o

Events

Host

Extensions
Users
Endpoints
Registries

Settings

&3 A new version is available

Quick actions stack  Image

Bowl] -

‘ ‘ + Add container

Created

ubuntu:latest 2020-06-29 13:54:20

2020-05-29 11.46.41

Exec Console

nginx-latest

1P Address.

17217.0.2

17217.04

Published Ports

[£'9020-80

& Portainer support @ admin
/4 my account @ log

M@ Columns % Settings

ownership

R administrators

® administrators

Container console
Containers > my-ubuntu > Console

ﬁporminer.io

Home
¥ LocAL >_ Execute
Dashboard
AT Command 3 Ibinbash

Stacks
Use custom command
Containers <

Images

user @

Networks

Volumes

Events

Host

Extensions

ﬁporfoiner.io

Home

Container console
Containers > my-ubuntu > Console

¥ LocaL >~ Execute
Dashboard
App Tempk
Stacks

Contalners

Images

Networks
Volumes
Events

Host

Extensions
Users
Endpoints
Registries

Settings

& A new version is available

Sortainer.io 1

Exec into container as default user using command bash onnect

@ Portainer support @ admin
my account & log

@ Portainer support @ admin
J#my account ® log

16
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Build the image through a container (create an image to save the container configuration)

When the corresponding development or operating environment has been configured in the container, if you

need to save the environment configuration, you can create a new image based on the container’ s changes.

The method is as follows (take the ping tool installation in the Ubuntu container as an example):

e Step 1: Configure the development or runtime environment of the container.

Run the apt-get update and apt-get install inetutils-ping commands to install the ping tool.

ﬁporfqinepic Container console
Cor

ners > my-ubuntu > Console

Home
¥ LocaL >~ Execute

Dashboard

a
App Tempiates Exec into container as derat user using command besh ([ R

Stacks
Contalners

/ports. Tcom/ubuntu-ports bionic InRelease [
://ports. om/ubuntu-ports bionic-updates InRele:
://ports.ubuntu. com/ubuntu-ports bion:
.com/ubuntu-perts bionic-security InRelease [88.7 B]
. com/ubuntu-ports bionic/multiverse armhf Pa
. com/ubuntu-ports bion:
. com/ubuntu-ports bion:
. com/ubuntu-ports bion: -
/ports. .com/ubuntu-ports bion: ges [1164 kB]
//port m/ubuntu-ports bioni xages [11.0 kB]
//port .com/ubuntu-ports bionic-updates/main armhf Packages [820 kB]
/port .com/ubuntu-ports bionic-updates/multiverse armhf Packages [440
//port N
//port - com/ubuntu-ports
/fport m/ubuntu-ports
. com/ubuntu-por
m/ubuntu-ports
O p—
min 33s (11.9 kB/s)

Images

Networks
Volumes
Events

Host

Extensions
Users

Endpoints

security/restricted armhf P
rity/main armhf Packages [553 k
rity/multiverse armhf P

Reglstries

Settings

&3 £ new version is available

ﬂfmﬂamerm 1250

Container console
> my-ubuntu > Console

>_ Execute

Dashboard

a
App Templates. Exec into container as default user using command bash m

Stacks
Containers

m/ubuntu-ports bioni. rity/multiverse armhf P
min 33s (11.9 kB/s)
Done
0b0:/# apt-get install inetutils-ping
ge lists .. Done
Building dependency tree
Reading state information... Deme
Ithe following additional packages will be installed:
netbase
IThe following NEW packages will be installed:
inetutils-ping netbase
0 upgraded, 2 newly installed, 0 to remove and 16 not upgraded.
0

Images
Networks
Volumes
Events

Host

Extensions

L= pfter this operation, 341 kB of additional disk space will be used.

Do you want to continue? [¥/n] y
cet:1 http://ports.ubuntu.com/ubuntu-ports bionic/main armhf netbase all 5.4 [12.7 kB]
.com/ubuntu-ports bionic/universe armhf inetutils-ping armhf 2:
4 xB/s)
onfiguration, since apt-utils is not installed
ing previously ed package netbase.
(Reading database ... 4040 files and directories currently installed.)

Endpoints

Registries

Settings

g netbase (5.4)
g previously unselected package inetutils—ping.
/inetutils-ping_2%3al.9.4-3_armhf.deb ..
.a

setting up netbase (5.4)

e Setting up inetutils-ping
&3 Anew version is available £8d150b0: 7

e Step 2: Create an image based on the container.

Click on the container name to enter the details of the container page.

& Portainer support @ admin
o 1t @ log out

@ Portainer support @ admin
Fmy it @ log out

1.1. InGateway902 Docker user manual
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g portainer.io Container list £ & Portainer support @ admin
& Containers fmy account ® log out
¥ LOCAL £ Containers. M Columns & settings
==
Q search...
State 2 N N - N
0 Name et Y Quick actions stack  Image Created 1P Address Published Ports ownership
er
f_my-ubuntu ] = BEO k> - ubuntuslatest 2020-06-29 135420 721702 - R administrators
O test 5o - nginx.latest 2020-05-29 T1.46:41 1721704 909080 R administrators

Configure the name of the image in the Create Image on the details page and click on Create.

Created 2020-06-29 13:54:20
Start time 2020-06-29 13.54.21
H
¥ LOCAL Bilogs @lnspect & Stats >_Console ¥ Attach

hboard

@ Access control

Ownership

[Z Change ownership

@ Create image

You can create an Image from this container, this allows you to backup Important data or save helpful configurations. You'll be able to spin up another container based on this Image afterward.

Registry DockerHub v

image docker.io

Advanced mode

Settings
Note: If you don't specify the tag In the Image name, mwm be used.

= Container details

Image ubuntu:latest@ oce 2ad5220 a2839107689eb

cMD /binfbash E

e Step 3: Use the created image to deploy the container.

After the image is created, you can view it in Local > Images page of Portainer.

ijorfclinEr.iO Image list & @ Portainer support @ admin
5 Images #my account @ log out
¥ LOCAL & pullimage
Registry DockerHub .
Image docker.io | e.g. mylmage:myTag
Containers
Images
N # Advanced mode

Volumn,

™ Images 9 Settings
‘ | + Bulldanewimage | & Import | & Export
Endpoints
R Q search...
Se 3 Id a
E“w T Tags 12 size Created
(] . 98.2 ME 2020-05-15 19.09.30
[m] . | ubuntuslatest | 46.7MB 2020-03-21 02:58:39
[ | sha2s6:85£££65¢ al e651 1 dbeeB6TE202E de). . . | ubuntu:ping | 731MB 2020-06-29 14:43:57

ltems perpage 10 v

ortainerio 123.0

Then deploy an ubuntu container using the image on the Local > Containers page of Portainer. As
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shown below:

Dashboard
App Templates.
Stacks
Containers

Images

(]
L4
L}
&

Networks

Volumes

Events

n o e

Host

Container list £
Containers

£ Containers

RN TN T K

Q search

0 Name ?me“ Quick actions stack Image Created

O ubuntu-ping EO &> - 2020-06-29 14:46.15
O my-ubuntu BO > - ubuntu:latest 2020-06-29 13.54:20
O test m BEO - nginx-latest 2020-05-29 11:46:41

1P Address

17217.03

17217.02

17217.0.4

Log in to the console of the container, you can use your ping command.

Dashboard
App Templates
Stacks
Contalners

Images

@ om W oa B

Networks

Volumes

Events

m o ®

Host

Extensions
Users
Endpoints
Registries

Settings

& A new version is available

rtainerio 123.0

Container console

Containers > [ibuntu-ping b Console

>— Execute

Exec into container as default user using command bash isconnect

root@dea

64 bytes from

How to download docker images from gitlab / github

nt @log.ou

M@ Columns % Settings

Published Ports Ownership

R administrators
W administrators

£ 2090:80 R administrators

Itemsperpage | 10 v

@ Portainer support @ admin
S

Choose Local > Registries page of Portainer and click Add registry to add a docker mirror repository (must

be a public repository).

1.1.
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1 portainer.io Registries & & Portainer support @ admin
Reglstry management F.my account ® log_out
Home
¥ LOCAL £ DockerHub

D d
The DockerHub registry can be used by any user. You can specify the credentials that will be used to push & pull images here

App Templates

Authentication @ () )

Update

£ Registries

Q search

O Name }i URL Actions

No registry avallable
Registries

= ltemsperpage | 10 v

ginerio 123.0

Then select Custom registry and configure the mirror repository information. After configuration, click Add

registry.

iportainer.io Create registry @ Portainer support @ admin
Registries > Add registry #.my account & log out

Home

¥ LocAL Registry provider

= Quay.io B2 Azure 4 Gitlab
Quay container registry Azure container registry Gitlab container registry & Custom registry
Define your own reglstry

Important notice

Docker requires you to connect to a secure registry. You can find more Information about how to connect to an Insecure registry In the Docker documentation

Custom registry details Registry name
Name i
Registry URL © https:/gitl

Authentication @ () )

Registries Registry URL

Actions

se

nerio 1230

After the mirror repository is successfully added, you can see the web page as shown below:
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‘T s 5 i o~
ortainer.io o Registries &
sp Registry management Registry successfully created

Home

¥ LOCAL £ DockerHub

The DockerHub registry can be used by any user. You can specify the credentials that will be used to push & pull images here

Authentication @

Update

£ Registries

=

Q search
O Name }i URL Actions
|D 1d attl 4 1% Manage access Q, Browse (extension)

Registries
Items perpage | 10 ¥

After the addition is successful, you can select the configured image repository when pulling the docker
image.

iporfuiner.io Image list & @ Partainer support @ admin
Images #my account @ log out

Home

¥ LOCAL & Pullimage

Registry | pockertun |
Dockertub
image r

@ Advanced mode

L3 ™ images 2 Settings
o ==
] Q search.
| s Tags
[ she256: de6E1 0379cBac 945 20 200329, . . 97.9 MB 2020-01-10 06.05:22
ltemsperpage | 10 v

1.1.4 FAQ

Q1: It prompted succeed after pulling image on the “Images” page, but the image is not shown on

the “Images” page.

A1: That is because the architecture of IG902 CPU is linux/arm/v7. Only images that support linux/arm/v7

architecture can run normally in IG902. Images of other architectures, such as window/amd64, may not be
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imported, pulled, or run successfully in 1G902.

& i i Image list &
portainer.io il Image successfully pulled
 openjdk:16-windowsservercore-
Itsc2016
¥ LOCAL & Pullimage
Registry DockerHub '
Image docker.io ‘ openjdk:16-windowsservercore-tsc2016

# Advanced mode

Pull the Image

@
-
[ ]

= Images £ Settings
[ 1 | ‘ + Buildanewimage | & Import | & Export
I
Q search...
¥
O a
- Tags Iz Size Created
Fiiter ¥ ez
b
[ sha256: d70ce3d4band97b%adaad5220ead985. . 46.7 MB 2020-03-21 02:58:39
(] - === 97.9 MB 2020-01-10 06.05:22
[ sha256 - 731MB 2020-06-27 00:06:38
[ sha256: 73ccddb2c9a276356ch042633609E . . | ubuntu:file | 46.8 MB 2020-06-23 16:32:52
(] 73.4 MB 2020-06-23 17:29:37
ltems perpage | 10 v
rtainer.io
openjdk ¢
Ope nl DK Docker Official Images
‘Open)DK is an open-source implementation of the Java Platform, Standard Edition
Windows - x86-64 ( latest ) v
Y, s00m+
y and paste to pull this image
Container ~ Windows  Linux  x8664  IBMZ  PowerPCG4LE  ARMG64  ARM 386  Programming Languages
docker pull openjdk [m]
Official Image
Description Reviews Tags
Q, Filter Tags Sortby  Latest -
16-windowsservercore-Itsc2016 docker pull openjdk:16-windowsservercc [

Last updated a day ago by doijanky

836e9822f53d windowsfamdé4 5.53GB

16-windowsservercore-1809 docker pull openjdk:16-windowsserverce [T
Last updated a day ago by doijanly

1.2 Azure loT Edge User Manual

Azure IoT Edge integrates cloud analysis and custom service logic into devices to help organizations focus
on service insights instead of data management. It packages service logic into standard containers, scales out
ToT solutions, deploys these containers to devices, and then monitors these devices on the cloud. For more
information about Azure IoT Edge, see About Azure loT Edge module.The InHand 1G902-series products
provide Azure IoT Edge SDK to support Azure IoT Edge and enable you to quickly develop and complete

tasks and securely and efficiently deploy services. This SDK manages the Azure IoT Edge runtime to manage
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the Azure cloud platform deployment and run the IoT Edge module (docker image) on the IoT Edge device
(IG902).This document describes how to deploy and run an IoT Edge module that simulates telemetry data
and sends it to IoT Hub on 1G902 through the Azure platform by using the Azure IoT Edge SDK.

e 1. Environment Preparations
— 1.1 Configure the Azure IoT environment
— 1.2 Configure the IG902 environment
x 1.2.1 Configure IG902 to connect to the Internet
x 1.2.2 Update the IG902 software version
— 1.8 Modify the configuration file of Azure IoT Edge
e 2. Run Azure IoT Edge

e 3. Configure and Deploy the Module

1.2.1 1. Environment Preparations
You need to prepare the following items before start (as for how to get the IG902 software version, please
visit the Resource.):

e Azure IoT account

e IG902 firmware version: v2.0.0.r12644 or later

e Docker SDK version: 18.06.3-ce or later

e Azure IoT Edge SDK version: 1.0.4 or later

o IG902-series products

1.1 Configure the Azure loT environment

If you have deployed the corresponding IoT Hub and IoT Edge devices on Azure IoT, skip this section.
e Step 1: Log in to Azure IoT

Visit https://portal.azure.cn/ and log in to Azure.
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Microsoft Azure

Pick an account

to continue to Microsoft Azure

market@inhandn
china.cn

—I— Use another account

e Step 2: Add IoT Hub

After successful login, the page is as follows. Select IoT Hub.

Microsoft Azure HiftH2 BBGEE P Search resources, services, and docs (G+/)

Azure services

o Lom] _%" 5 > 3 —
o S 5 =
+ & & by 2 e - <! = -
Creztea Time Series  Event Hubs 10T Hub TimeSeries  Cloudservices  AzureDatabase  SQLdatsbases  Storage More services
resource Insights... Insights even...  (classic) forMysaL.. accounts

Recent resources

Name Type Last Viewed
X inhemar o7 i 17hage
& 10T Hub 4mosgo
¥ shal Stream Analytics job 4moago
an Container registry 4mosgo
A sha 107 Hub 4mosgo
& inh Container registry 4moago
SPN Stream Analytics job 4moago

wa n subscripton 4mosgo
2% inh stream Analytics job smosgo
& inh imge 9mo g0
e Network security group Tyrago
Q@ ) Network security group Tyrago
Navigate

Subscriptions [14)  Resource grovps B resources [Ed oashbosrd

Tools

A vicosoft Leam o7 () sewevericr Q oo

Click Add to create an IoT Hub.
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Microsoft Azure it 5 P Search resources, services, and docs (G+/)

market@inhandnetwor

SRR

Home > IoT Hub

loT Hub

Manageview v (O Refresh & Expor

Subscription == all stion == all @) ( T Add filter

Resource group Ty

Location 7y Subscription Ty
China North
China North
China North ng_Subscription

Type Tu
(oT Hub
(o Hub
o7 Hub
Page [ 1
Microsoft Azure gtz £ search resources, services, and docs (G+/)
Home > 1T Hub > IoT hub
IoT hub
Microsoft
dscale Tags  Reviey

Basics
Create an 10T hub to help you connect, monitor, and manage billions of your IoT assets. Learn more
Project details

Choose the subscription youl use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resourcs

subscription * © M

Resource group * O [ime v]
Create new

Region* © [China nortn V]

10T hub name * @ E J

Next: Size and scale >

After the IoT Hub is created, the page is as follows:

1.2.
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Microsoft Azure gtz L

2 seaich resources, services, and docs (G+/)

Home > EIP-Demo-41112717 - Overview

", EIP-Demo-41112717 - Overview

: . oo o
&+ Overview

2 inputs

Deployment name: Start time: 4/1/2020, 1127:13 AM
Outputs Subscription:  Marks

Resource group:  inha

Security Center
~ Deployment details (Download) Secure your apps and infrastructure
A Nextsteps ’

Go to Azure security cent

Add a evices ']

Free Microsoft tutorials

Recommended

e Step 3: Add an IoT Edge device

On the IoT Hub page, click the target IoT Hub. On the IoT Edge that appears, click Add an IoT
Edge device.

Microsoft Azure gtz HE R search resources, services, and docs (G+/)

Home > loT Hub

EHRREERRGE.

« gy EIP-Demo | loT Edge #

X
SR 1T Hub
add & Manageview v v £ search (Ctrl+/) « t Add an 10T Edge device| ¥ Create Deployment 1 Create Layered Deployment () Refresh
3 1P Filter -
Filter by name. |
N R A certificates o Deploy Azure services and solution-specific cade to on-premises devices. Use IoT Edge devices to perform compute and analytics tasks on data before it's sent to the &'
ame
cloud

Built-in endpaints

Failover loT Edge devices 0T Edge deployments.

Froperties

£ Lodks

10T Edge devices

Export template

Field Operator  Value
Explorers X

B y !
Query explorer Add new dause

W 107 devices

<I> Switch to query editor
Automatic Device Management

[ Dpevice Runtime Respanse loT Edge Module Count Connected Client Count Deployment Count
# 10T device configuration Mo results
Messaging
File upload

V. Message routing

Monitoring
Page

B Alerts

Configure the parameters and click Save.
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Microsoft Azure fittHg G Bh== L Search resources, services, and docs (G

Home > loT Hub > EIP-Demo | loT Edge

N Create a device
kL

o'
o Find Certified for Azure loT devices in the Device Catalog
Device 1D * (7
| EIF-demao-edge v

Authentication type @

(CERETTED X509 Self-Signed )

Enter your primary key

Enter your secondary key

Auto-generate keys (0

Connect this device to an loT hub &
(@D Diszble )

Child devices (@

0

| Choose child devices

e Step 4: Copy the connection string of the IoT Edge device

After the IoT Edge device is created, the page is as follows:

1.2. Azure loT Edge User Manual 27



InGateway Documentation, Release 0.0.1

Microsoft Azure st BIEZ P Search resources, services, and docs (G+/)

Home
4 EIP-Demo | loT Edge = X
R T Hub

{ Add an loT Edge device FZ: Create Deployment BS: Create Layered Deployment () Refresh

X Overview

Jity o
& Activity log o Deploy Azure services and solution-spacific cads to on-pramises devicss. Use |oT Edge devices to perform compute and analytics tasks on dats before it's sent to the cloud.
Ao Access control (1AM)
® nags loT Edge devices  loT Edge deployments
& Diagnose and solve problems

Events loT Edge devices
Settings

9 Field Operator  Value

Shared access policies X v [
@ pricing and scale Add new dlause
2 1P Filter Query devicas <I> switch to query editor
A Certificates
& Built-in endpoints Device ID Runtime Response 10T Edge Module Count Connected Client Count Deployment Count

Failover N/A 0 0 0
2= Properties
& Locks

3 Export template

Explorers
B Query explorer

W (0T devices hd

Click Device ID of the IoT Edge device. On the details page of the IoT Edge device that appears,

copy the Primary Connection String parameter for subsequent use.

Microsoft Azure FttHE EBGEE O saarch resources, services, and docs (G+/) 1 h ? ¢ n;;;:;ﬂ;g:;rxﬂw&g. &

Home > EIP-Demo | loT Edge

EIP-demo-edge X

EIP-Demo

5! SetModules  ofu Manage Child Devices = DeviceTwin @ Managekeys v () Refresh

EIP-demo-edge

0
7 5[B@e 6 0

©
NA
nable conn THu @ @) enavle () Disable
Modules  IoT Edge Hub connections  Deployments
NAME TveE SPECIFIED IN DEPLOYMENT REPORTED BY DEVICE RUNTIME STATUS EXIT CODE
Module Identity NA NA NA NA
SedgeHub Module Identity NA NA NA NA

1.2 Configure the 1G902 environment

1.2.1 Configure 1G902 to connect to the Internet

As for how to configure IG902 to connect to the Internet, see Connect 1G902 to the Internet.

1.2.2 Update the 1G902 software version

e Update the IG902 firmware version

As for how to update the IG902 firmware version, see Update the 1G902 software version.
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e Update the IG902 Docker SDK
As for how to update the IG902 Docker SDK, see Install Docker SDK.

e Update the IG902 Azure IoT Edge SDKChoose Edge Computing >> Cloud Edge Computing,
uncheck Enable Security Daemon, click Upgrade, select the Azure IoT Edge SDK file, and click

Confirm.

Are you sure to upgrade Azure loT
Edge SDK?

1.3 Modify the configuration file of Azure loT Edge

On the Edge Computing >> Cloud Edge Computing page, click Export to export the configuration
file of Azure IoT Edge.

Owerview / EBdge Computing / Cloud Edge Computing

Azure loT Edge

Enable Security Daemon: O

Version: 1.04 L, Upgrade

Import configuration file: X, Select File Import

Export configuration file:

Modify the device__connection__string parameter in the configuration file of Azure IoT Edge and save

the modification. This string is the Primary Connection String of the IoT Edge device that you copied
in the step Copy the connection string of the IoT Edge device.
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Import the modified configuration file of Azure IoT Edge.

(]

omputing

Azure loT Edge

Enable Security Daemon:

Version: 1.04

/ Cloud Edge Computing

1, Upgrade

] Symmetric key. . .- -Optional. This.entzy-should only be.specificd -when -
# provisioning -devices -configured for symmetric ke
¥ attestation. -Device -specific.symmetric -key.
% identity_cert - -Optional. -The -Edge -device -identity-X.509 -certifi
: =ntry snould only b Specifisd-wnen provisionin
% an -Edge -device -configured -for -X.509% -attestation
B The value snould be specified as = URI.HH
# Ex. -when -specifying-a-PEM-encoded-certificate - file,
i
# identity pk -
i
2 # an-Edge -device -configured-for -X.50% -actestation
43 % The -value -should-be -specified-as-a-URI.EH
a4 ¥ Ex. -when-specifying -a -PEM-encoded .private -key file, -che -URI@E
45 % should -be-specified-as -file:///path/identityv_key.penil@
i@
# External Settingsilg
$. . endpoint - Required. Value of The endpoint uwssd To retrisve device speciiclB
# information-such:.as-its:IoT -hub-connection:information
52 # -Manual -provisioning -configurationl
53 provisioning:
54 source: "manual
55| [(aevice_connection string: "HostName=E1r-Demo- = - = 5 w8 |
56 L)
=7 % Dps TRM provisicning configuracion
58 # -provisioning
so % source: mopstE
60 # global_endpoint: :"https global .azure-devices-provisioning.net"#@
61 #- . -scope_id: -"<SCOPE_ID>
2 # attestation
€3 % method: -"tpm”
€4 # Tegistration i "<REGISTRATION ID>"i@
65
©6 % .DPS.symmetric key provisicning -configuracion|
&  #-provisioning
s . source: mapstES
69 # global_endpoint: :"https global .azure-devices-provisioning.net"#@
70 #- . -scope_id: -"<SCOPE_ID>
71 #...actestation
72 + method: - "symmetric_key"#E
73 # registration id: ."<REGISTRATION ID>"E@
T4 % symmetric_key: -"<SYMMETRIC_KEY-"@8
75
76 #-DP5-X.509 -provisioning -configurationl v

Import configuration file:

I, Select File Import

# config.yaml

Export configuration file:

1.2.2 2. Run Azure loT Edge

Choose Edge Computing >> Docker Manager and check Enable Docker Manager.
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L
m
e
m
[
o
(]

Docker Manager

Enable Docker Manager:

Docker Version: 18.08.3-ce

User Name: admin

* Password: GE
* Port: 9000

o to the Docker management page

Choose Edge Computing >> Cloud Edge Computing, and check Enable Security Daemon.

(]
m
ey
[y
(o]
(=]
]

Cloud Edge Computing

Azure loT Edge
Enable Security Daemon: @

Version: 1.04

Import configuration file:

Export configuration file:

After the security daemon is enabled, the Azure IoT Edge daemon pulls an image to create a container named
edgeAgent. This process takes for about 20 minutes because the image is large. You can choose LOCAL
>> Containers on portainer to check whether the edgeAgent container is running. If the edgeAgent

container is running, Azure IoT Edge is in normal operating state.
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]
m
I

Edge Computing

Enable Docker Manager:

Docker Version:

Usar Mame:

* Password:

* Part:

Docker Manager

18.06.3-ce

admin

EEEEREEE

9000

Go to the Docker management page

Connsct Portane ba the Docker emaorment you wanl Lo manage

Mansge [Fe Ral Dchss ey o]

# Local

& Remote

Manage a remobe Dockes enyironmaent

¥ Agent 8 Azure

Connect to a Partainer agent Connect 1o Microsodt Azure ACI

In

farmation

Parages 1he Dok er srndranment where Paainer 15 ronning

0 Ensuse that you have started the Portanss contares wit

WEF S Fus SaCker . SO0k Suaf S fundosdioer _#5ck®  [Linux)

v Vi ipipedecker_engdeeii, wplpetdncker_engine (Wil

1 hee Balicrsang Docker Mlag
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Container list &
Contalners

portainer.io

¥ LOCAL = Containers
. T
-
= Q search...
= state I ) .
O Name Fiter T Quick actions

BEO >

=] &=

[ ]
&
&
ko)

Stack Image

<+ Add container

mer.microsoft.com/azureiotedge-agent.1.0

& Portainer support @ admin
#my account & log out

M Columns £ Settings

Created Published Ports Ownership

2020-07-0112.09.02 ® administrators

ltems perpage | 10 v

Then, RUNTIME STATUS of $edgeAgent on the details page of the IoT Edge device is running.

rosoft Azure fiitHig BBGEE P Search resources, services, and docs (G+/)

market@inhandnetwork...

Home

EIP-demo-edge =

£IP-Demo
IC} SctModules ¢h, Menage Child Devices = Device Twin -~ @ Managekeys v () Refresh
Device ID @ ElP-demo-edge
Primary Key @
econdary Key @
tion String @
Secondary Connection String @
IoT Edge Ru onse @ 417 - The device's deployment configuration is not set

Enable connection to IoT Hub @

Disable

Modules 0T Edge Hub connections ~ Deployments

NAME TYPE SPECIFIED IN DEPLOYMENT
SedgeAgent IoT Edge System Module @ No

SedgeHub Module Identity NA

REPORTED BY DEVICE

Yes

NA

1.2.3 3. Configure and Deploy the Module

e Step 1: Add the IoT Edge module

On the details page of the IoT Edge device, click Set Modules.

RUNTIME STATUS

running

NA

[a]
|
|
2| Dh
@b

[a]

EXIT CODE

0

NA
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Microsoft Azure thitid BIBGaE P Search resources, services, and docs (G+/) & 0 ? n;:;:&;;:;:;;;? ;

Home > loT Hub > EIP-Demo | IoT Edge

EIP-demo-edge # X
EP-Demo
A. Manage Child Devices = Device Twin €} Managekeys v () Refresh
ElP-demo-edge i)
2| D
<] h
7 @ hodl )
— =] n
(oT Edge Runtime Response @ 417 — The device's deployment canfiguration is not set s
Enable connection to 0T Hub. @ @ Enable () Disable
Modules  IoT Edge Hub connections Deployments
NAME TYPE SPECIFIED IN DEPLOYMENT REPORTED BY DEVICE RUNTIME STATUS EXIT CODE
IoT Edge System Module © No Yes running 0
SedgeHun Madule Identity NA NA NA NA

On the Set modules on device page, click Add and select IoT Edge Module to add the IoT Edge

module.

Microsoft Azure Hittgg] ' Search resources, services, and docs (G+/)

Home > loT Hub » EIP-Demo | loT Edge > EIP-demo-edge

Set modules on device: EIP-demo-edge

EIP-Demo
Modules Routes Review + create

Container Registry Credentials

You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching URL The Edge Agent will report error code 500 if it can't
find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

loT Edge Modules

An |oT Edge module is a Docker container you can deploy to loT Edge devices. It communicates with other modules and sends data to the loT Edge runtime. Using this Ul you can import Azure
Service loT Edge modules or specify the settings for an loT Edge module. Setting modules on each device will be counted towards the quota and throttled based on the loT Hub tier and units, For
example, for 51 tier, modules can be set 10 times per second if no other updates are happening in the loT Hub.

Learn more

£5% Runtime Settings
N loT Edge Module DESIRED STATUS

Thg Marketplace Module

Azure Stream Analytics Module

In the window Add IoT Edge Module that appears, configure the module name and image URL.
This document takes the mcr.microsoft.com/azureiotedge-simulated-temperature-sensor:1.0
image as an example. This image, provided by Microsoft, simulates telemetry data and sends the data
to IoT Hub. As for how to deploy the module, see Develop and deploy the Python IoT Edge module

for the Linux device.
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market@inhandnetwork... (i

Microsoft Azure phltZ IS e ——— & O ! O wanmamimnn. @

Home > loT Hub » EIP-Demo | loT Edge > EIP-demo-edge
Set modules on device: EIP-demo-edge X
EIP-Demo

X

Add loT Edge Module}

Specify the settings for an IoT Edge custom module.

Module Settings ~ Environment Variables ~ Container Create Options  Module Twin Settings

rosoft.com/azureiotedge-simulated-temperatura-sensar:1.0

running

o

After the module is added, the page is as follows:

Microsoft Azure it HEUSE 2 Search resources, services, and docs (G+/)

Home > EIP-demo-edge

Set modules on device: EIP-demo-edge

EIP-Demo

Modules Routes Review + create

Container Registry Credentials
You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching URL The Edge Agent will report error code 500 if it can
find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

User name

loT Edge Modules

An loT Edge module is a Docker container you can deploy to loT Edge devices. It communicates with other modules and sends data to the loT Edge runtime. Using this Ul you can impert Azure
Service loT Edge madules or specify the settings for an loT Edge module. Setting modules on each device will be counted towards the quota and throttled based on the [oT Hub tier and units. For
example, for S1 tier, modules can be set 10 times per second if no other updates are happening in the loT Hub.

Learn more

Add v £3% Runtime Settings

DESIRED STATUS

NAME

running

The edgeHub container listens to the port 443 and is mapped to the port 443 of the host (IG902) by
default. Generally, the IG902’ s port 443 is listened to and occupied by other programs. Therefore,
you need to modify the mapping port of the edgeHub container to ensure that edgeHub can be started.

Click Runtime Setting. In the window Runtime Settings that appears, modify HostPort to
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another port, such as 444. After modification, click Save.

Microsoft Azure FItHE HEGES P Search resources, services, and docs (G+/) i = / S EREE AR, &
x

market@inhandnetwork... ()

Runtime Settings

Homa > loT Hub > EIP-Demo | loT Edge > EIP-demo-edge
Set modules on device: EIP-demo-edge
EIP-Demo
~ Edge Hub
. Image * @

[ mermicrosoft.com/azureiotedge-hub:1.0

store and forward configuration - time to live (seconds) @

[7200 |

Create Options (O

[| “Hostport : "aaa | 2

1
"5671/tcp": [

“HostPort": "5671"
}

1
"g883/tep”: [

“HostPort”: "2883"

Then, click Review + create and click Create after confirmation. The IoT Edge module is added.

market@inhandnetwork... ()

i ey Search ! and docs (G 1 - ?
Microsoft Azure FattHE BBGEE P search resources, services, and docs (G+/) AR EEARRE.. @

Home > loT Hub > EIP-Demo | IoT Edge > EIP-demo-edge
Set modules on device: EIP-demo-edge X
EIP-Demo

Modules  Routes  Review + create

Container Registry Credentials
You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with @ matching URL. The Edge Agent will report error code 500 ifit can
find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

IoT Edge Modules
An loT Edge module is & Docks
Service loT Edge modules or
example, for S1 tier, modules

Learn more

data to the loT Edge runtime. Using this Ul you can import Azure
s the quota and throttled based on the loT Hub tier and units, For

vices. It communicates with other modules and
g Setting madules on each device will be countes
per second if no other updates are happening in the IoT Hub,

+ Add 38 Runtime Settings.

DESIRED STATUS

running

The edgeHub and mcr.microsoft.com/azureiotedge-simulated-temperature-sensor:1.0 are au-
tomatically deployed to IG902 and run on IG902. You can view the deployed containers on the details
page of the IoT Edge device. If RUNTIME STATUS is running, the container has been deployed

and runs normally. (The total size of two images is about 400 MB. It takes about 20 or more minutes

to deploy them.)
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Microsoft Azure st BIEZ P Search resources, services, and docs (G+/)

Home

EIP-demo-edge #

EIP-Demo

K=} SetModules o Manage Child Devices Device Twin €, Managekeys v ()

ElP-demo-edge

O Refresh

200-- 0K

Enable () Disable

Modules  IoT Edge Hub connections  Deployments

NAME TYPE SPECIFIED IN DEPLOYMENT
SedgeAgent IoT Edge System Module Yes

SedgeHub IoT Edge Systam Module Ves
EIP-demo-edge-module loT Edge Custom Module Yes

e Step 2: View the container running status

REPORTED BY DEVICE

market@inhandnetwork...
EERea BRI A R

5. &

55 8 9 9

RUNTIME STATUS EXIT CODE
Yes running 0
Yes running 0
Yes running 0

Access portainer and choose LOCAL >> Containers. It can be seen that three containers are

already running.

Container list £
Containers

& Containers

Q search...
Statelt  Quick
D Name Fiiter ¥ actions
] edgeHub O (sow>

Volumes

O
O

EIP-demo-edge-module [[NTY (B © w >_
=3 |eows

Events
edgeAgent

Settings

===

+ Add container

Stack Image

mer.microsoft com/azureiotedge-hub:1.0
mer.microsoft com/azureiotedge-simulated-temperature-sensor:1.0

mer.microsoft.com/azureiotedge-agent1.0

@ Portainer support @ admin
#my account ®.log.out

@ Columns £ Settings

Created Published Ports

2020-07-0113:52:41  [4444:443 [4'5671:5671 [ 8883.8883
2020-07-0113.44.06 -

2020-07-0112:09:02 -

Items perpage | 10 v

Click Logs of the EIP-demo-edge-module container to view its running logs. If the logs are as follows,

the container runs normally, that is, it simulates the telemetry data and sends the data to IoT Hub.

1.2. Azure loT Edge User Manual
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Container list & & Portainer support @ admin
Containers 4 my account. ® log.out
&= Containers. M@ Columns % Settings

+ Add container

Pause
Q search...
State I} k
0 Name e o stack Image Created Published Ports
Fiter ¥ actions
[ edgeHub ) sow> - mer.microsoft.com/azureiotedge-hub:1.0 2020-07-0113:52:41 [ 5671:5671 [£ 88838883 [ 444:443
[ Erp-demo-edge-moaule  [ETETY - mcr.microsoft.com/azureiotedge-simulated-temperature-sensor:1.0  2020-07-01 13.44.06 -
[ edgeAgent ) sow> - mer.microsoft com/azureiotedge-agent-1.0 2020-07-0112:09:02 -
,

ltemsperpage = 10 v

Extensions

Wrap lines (

Display timestamps

Fetch Alllogs v
Search Filter..
Contalners Lines 100

In
Actions

Networks

Volun

cs:line 79

at Microsoft.Azure.Devices.Edge.HoduleUtil ModuleUtil CreatelioduleClientAsync(TransportType transportType, ITransi transis i )
v retrystrategy, ILogesr logger) in /home/vsts/work/1/s/edge-nocules/HoduleLib/Moduleltil. cs:1ine 41

at SinulatedTemperatureSensor.Program.Maindsync() in /home/vsts/work/1/s/edge-nodules/SimulatedTenperatureSensor/src/Progran.cs:line 68
-~ End of inner exception stack trace ---
at System.Threading. Tasks.Task™1.GetResultCore (Boolean waitCompletionNiotification)
at System.Threading. Tasks.Task 1.get_Result()
at simulatedTemperatureSensor.Program.Main() in /nome/vsts/work/1/s/edge-nodules/SinulatedTenperatureSensor/src/Progran. cs:line 37

Endpoints v [2020-07-01 05:55:12 +60:@0]: Starting Module
SimulatedTemperaturesensor Main() started

Initislizing simulated temperature sensor to send 590 messages, at an interval Of 5 seconcs.

Re
To change this, set the environment variable MessageCount to the number of messages that should be sent (set it to -1 to send unlimited messages).

Settings =
Information: Trying to initialize module client using transport type [Angp_Tcp_Only].

07/01/2028 85:50: 245 Sending messege: 1, Body: [{"machine":{"temperature":22.182162520538461, "pressure" :1.1358159843777993} , "ambient™: {"temperature”:21.416242495605835, "humidity”

25, "timeCreated" : "2020-07-01165:59: 2499783262}
87/61/2620 05:59:38> Sending message: 2, Body: [{"machine”:{"temperature”:22.378451138981352, "pressure” :1.2140007635042043}, "ambient " {"temperature™:21.334552988332955, "humidity” :

temperature”:21.486635411617641, "humidity":2

2], "timeCreated" : "2020-07-01165:50: 38.55072042"} ]
07/01/2620 5:59:45> Sending messoge: 3, Body
"2020-87-01765:59:45.61478372"}]

[{"machine":{"temperature":23.845397517674555, "pressure” 11.233019970390772}, "ambient’

6}, "tineCreated”

rtainerio 1240

At this time, you have deployed and run an IoT Edge module that simulates telemetry data and sends it to

ToT Hub on IG902 through the Azure platform.
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