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InGateway902 series edge computing gateway supports manage docker images. You can publish your docker images to IG902 to quickly deploy and run applications developed by yourself.

Docker is an open source application container engine that allows developers to package their applications and dependencies into a portable container and then publish it to any popular Linux machine or Windows machine. It can also be virtualized. The container is completely with the sandbox mechanism, there will be no interface between each other.
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InGateway902 Docker user manual

InGateway902 series edge computing gateway (IG902 for short) supports manage docker images. You can publish your docker images to IG902 to quickly deploy and run applications developed by yourself. In order to introduce how to use IG902’s Docker environment, this document will demonstrate how to run an Nginx image on IG902. This image is used for open source reverse proxy server for HTTP, HTTPS, SMTP, POP3 and IMAP protocols, and load balancer, HTTP cache And web server.  

Docker is an open source application container engine that allows developers to package their applications and dependencies into a portable container and then publish it to any popular Linux machine or Windows machine. It can also be virtualized. The container is completely with the sandbox mechanism, there will be no interface between each other.


	1. Prepare IG902 Hardware and Network Environment


	1.1 Connect IG902 to the Power Source and to a PC with a Network Cable


	1.2 Access the IG902


	1.3 Connect IG902 to the Internet


	1.4 Update the firmware






	2. Enable and configure Docker manager


	2.1 Install Docker SDK and enable Docker manager


	2.2 Configure Docker Manager–Portainer


	2.2.1 Access Portainer


	2.2.2 Add docker image
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	Appendix


	Use Serial port for communication in container


	Set the container to run permanently


	Run Ubuntu in IG902


	Build the image through a container (create an image to save the container configuration)


	How to download docker images from gitlab / github






	FAQ


	Q1：It prompted succeed after pulling image on the “Images” page, but the image is not shown on the “Images” page.








 


1. Prepare IG902 Hardware and Network Environment

 


1.1 Connect IG902 to the Power Source and to a PC with a Network Cable

Connect IG902 to the power source and to a PC with an Ethernet cable according to the topology diagram.

[image: _images/2020-01-21-10-08-56.png]

 



1.2 Access the IG902

Acess the IG902 by referring to Access the IG902 [http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#set-lan-parameters].

 



1.3 Connect IG902 to the Internet

Connect IG902 to the Internet by referring to Connect IG902 to the Internet [http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#set-wan-parameters].

 



1.4 Update the firmware

To obtain the latest firmware version of IG902 and updated functions, please visit the Resource [https://www.inhandnetworks.com/downlist/cid-148/]. To update the IG902 firmware, see Update the IG902 software version [http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#update-the-software].
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Azure IoT Edge User Manual

Azure IoT Edge integrates cloud analysis and custom service logic into devices to help organizations focus on service insights instead of data management. It packages service logic into standard containers, scales out IoT solutions, deploys these containers to devices, and then monitors these devices on the cloud. For more information about Azure IoT Edge, see About Azure IoT Edge module [https://docs.azure.cn/en-us/iot-edge/iot-edge-modules].The InHand IG902-series products provide Azure IoT Edge SDK to support Azure IoT Edge and enable you to quickly develop and complete tasks and securely and efficiently deploy services. This SDK manages the Azure IoT Edge runtime to manage the Azure cloud platform deployment and run the IoT Edge module (docker image) on the IoT Edge device (IG902).This document describes how to deploy and run an IoT Edge module that simulates telemetry data and sends it to IoT Hub on IG902 through the Azure platform by using the Azure IoT Edge SDK.
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1. Environment Preparations

You need to prepare the following items before start (as for how to get the IG902 software version, please visit the Resource [https://www.inhandnetworks.com/downlist/cid-148/].):


	Azure IoT account


	IG902 firmware version: v2.0.0.r12644 or later


	Docker SDK version: 18.06.3-ce or later


	Azure IoT Edge SDK version: 1.0.4 or later


	IG902-series products




 


1.1 Configure the Azure IoT environment

If you have deployed the corresponding IoT Hub and IoT Edge devices on Azure IoT, skip this section.


	Step 1: Log in to Azure IoT

Visit https://portal.azure.cn/ and log in to Azure.

[image: _images/2020-04-01-11-17-22.png]



	Step 2: Add IoT Hub

After successful login, the page is as follows. Select IoT Hub.

[image: _images/2020-04-01-11-20-56.png]

Click Add to create an IoT Hub.

[image: _images/2020-04-01-11-22-39.png]
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After the IoT Hub is created, the page is as follows:

[image: _images/2020-04-01-11-28-51.png]



	Step 3: Add an IoT Edge device

On the IoT Hub page, click the target IoT Hub. On the IoT Edge that appears, click Add an IoT Edge device.

[image: _images/2020-07-01-10-43-59.png]

Configure the parameters and click Save.

[image: _images/2020-07-01-10-45-04.png]





 


	Step 4: Copy the connection string of the IoT Edge device

After the IoT Edge device is created, the page is as follows:

[image: _images/2020-07-01-10-46-25.png]

Click Device ID of the IoT Edge device. On the details page of the IoT Edge device that appears, copy the Primary Connection String parameter for subsequent use.

[image: _images/2020-07-01-10-48-09.png]





 



1.2 Configure the IG902 environment

 


1.2.1 Configure IG902 to connect to the Internet

As for how to configure IG902 to connect to the Internet, see Connect IG902 to the Internet [http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#set-wan-parameters].

 



1.2.2 Update the IG902 software version


	Update the IG902 firmware version

As for how to update the IG902 firmware version, see Update the IG902 software version [http://manual.ig.inhandnetworks.com/en/latest/IG902-Quick-Start-Manual.html#update-the-software].



	Update the IG902 Docker SDK

As for how to update the IG902 Docker SDK, see Install Docker SDK. [http://docker.ig.inhandnetworks.com/en/latest/Docker-user-manual.html#install-docker-sdk-and-enable-docker-manager]



	Update the IG902 Azure IoT Edge SDKChoose Edge Computing >> Cloud Edge Computing, uncheck Enable Security Daemon, click Upgrade, select the Azure IoT Edge SDK file, and click Confirm.

[image: _images/2020-07-31-11-32-42.png]





 




1.3 Modify the configuration file of Azure IoT Edge

On the Edge Computing >> Cloud Edge Computing page, click Export to export the configuration file of Azure IoT Edge.

[image: _images/2020-07-31-11-33-50.png]

Modify the device_connection_string parameter in the configuration file of Azure IoT Edge and save the modification. This string is the Primary Connection String of the IoT Edge device that you copied in the step Copy the connection string of the IoT Edge device.

[image: _images/2020-07-01-11-10-20.png]

Import the modified configuration file of Azure IoT Edge.

[image: _images/2020-07-31-11-34-34.png]

 




2. Run Azure IoT Edge

Choose Edge Computing >> Docker Manager and check Enable Docker Manager.

[image: _images/2020-07-31-11-35-52.png]

Choose Edge Computing >> Cloud Edge Computing, and check Enable Security Daemon.

[image: _images/2020-07-31-11-36-13.png]

After the security daemon is enabled, the Azure IoT Edge daemon pulls an image to create a container named edgeAgent. This process takes for about 20 minutes because the image is large. You can choose LOCAL >> Containers on portainer to check whether the edgeAgent container is running. If the edgeAgent container is running, Azure IoT Edge is in normal operating state.

[image: _images/2020-07-31-11-36-38.png]
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Then, RUNTIME STATUS of $edgeAgent on the details page of the IoT Edge device is running.

[image: _images/2020-07-01-14-55-52.png]

 



3. Configure and Deploy the Module


	Step 1: Add the IoT Edge module

On the details page of the IoT Edge device, click Set Modules.

[image: _images/2020-07-01-13-23-33.png]

On the Set modules on device page, click Add and select IoT Edge Module to add the IoT Edge module.

[image: _images/2020-07-01-13-26-18.png]

In the window Add IoT Edge Module that appears, configure the module name and image URL. This document takes the mcr.microsoft.com/azureiotedge-simulated-temperature-sensor:1.0 image as an example. This image, provided by Microsoft, simulates telemetry data and sends the data to IoT Hub. As for how to deploy the module, see Develop and deploy the Python IoT Edge module for the Linux device [https://docs.microsoft.com/en-us/azure/iot-edge/tutorial-python-module].

[image: _images/2020-07-01-13-37-01.png]

After the module is added, the page is as follows:

[image: _images/2020-07-01-15-00-29.png]
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InHand Edge Computing Gateway Docker Document

You can learn how to configure the Docker operating environment, add images, deploy containers, and other operations through the Docker documentation of the Edge Computing Gateway.


About InGateway

The InGateway series of Beijing InHand Networks Technology Co., Ltd. (InHand) consists of InGateway902 and InGateway501.

MobiusPi is a secondary development platform for the InGateway series.  



InGateway902 Product Features


	Supports 4G LTE CAT4 & CAT1


	Built-in redundancies: dual SIM card, link backup, VRRP hot standby, ensuring uninterrupted network communications


	Powerful computing performance, providing high-performance processing resources for edge computing


	Supports a variety of industrial real-time Ethernet protocols and field bus protocols, compatible with a wide range of industrial equipment


	Supports Python development, for developing user custom applications


	Supports industrial cloud platforms: Microsoft Azure, Amazon AWS


	Easy for management and large-scale deployment, support SNMP protocol and InHand Device Manager cloud platform for efficient remote central management


	Fully industrial-grade design, ready for challenging conditions






InGateway501 Product Features


	Support 2G/3G/4G network


	Fully industrial-grade design, ready for challenging conditions


	Multi-level link detection mechanism to ensure that the device has high availability and high reliability


	Support multiple management methods to achieve rapid, flexible and efficient deployment


	Supports Python development, for developing user custom applications


	Supports a variety of industrial real-time Ethernet protocols and field bus protocols, compatible with a wide range of industrial equipment






Customizable Python development platform

MobiusPi has a Python development platform, and users can implement customized App applications through the Python development platform to find the best business solution. 

In order to facilitate user development, InHand provides development tools such as instantiated Python App release package, software development kit (SDK), instantiated Python App source code, and API interface. It provides users with typical cases while helping users based on existing Typical cases quickly realize customized solutions to help users increase product value and gain stronger competitiveness.



Integrated Docker engine

MobiusPi integrates the Docker engine and supports the deployment and management of images and containers through visual pages. Help users quickly package and publish applications.




InGateway Literature Library

We provide the following technical documents to facilitate your effective use of our products. You can view the corresponding technical documents as needed:


	中文文档


	InGateway用户手册 [http://manual.ig.inhand.com.cn/zh_CN/latest/]：网关用户手册、快速使用手册等文档


	Python开发者文档 [http://sdk.ig.inhand.com.cn/zh_CN/latest/]：Python二次开发指南、API手册等文档


	Device Supervisor说明文档 [http://app.ig.inhand.com.cn/zh_CN/latest/]


	Docker用户手册 [http://docker.ig.inhand.com.cn/zh_CN/latest/]






	English documents


	InGateway User Manual [http://manual.ig.inhandnetworks.com/en/latest/]: InGateway user manual, quick user manual and others


	Python Developer Documentation [http://sdk.ig.inhandnetworks.com/en/latest/]: Python secondary development guide, API manual and others


	Device Supervisor User Manual [http://app.ig.inhandnetworks.com/en/latest/]


	Docker User Manual [http://docker.ig.inhandnetworks.com/en/latest/]










Contact Us

Official Website: www.inhandnetworks.com

Technical Support: support@inhandnetworks.com
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